oM. . apk 3O, FEAMD5:7811e1be525a513006db1b1617263077 IR AR MRS

FIER 4, B

ANDROID & thriRs

A &7,
vl & v"&

h>
2
Q

)%_0 &f%

@ﬁﬁﬁﬂﬂ: 2025-04-26 08:14:48

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 FATU/HA200



oM. . apk 3O, FEAMD5:7811e1be525a513006db1b1617263077 IR AR MRS

1R FRHRES

SAHZFR: FoHA. v4.1.2.apk

SN 20.17MB

RIFBEFR: FroHA.

TR com.sspzql.oxodzqft _
EEah: com.xinfeng.ui.activitys.JDXFOACT

WA 412 \>8/
B/\SDK: 22 V'
EtFSDK: 28 /_§\< 0
I =t NS % X
FrAIELE: Java/Kotlin \g& %/
RIFFfERR % 49/100 (FIXIf) 'S\ V‘
RN 2 NRERIHRS ,%/ /§\< 0
MD?5: 7811e1be525a5f3006db1b1617263077 & %.

7y

9

SHAT: 41847c0alc1 f9d78d596a963f26<ﬁa
SHA256: 0371 6e3efae36e4d4eeac77\7 7ad258dba08b )@bbSﬂ feo6f

ATERHEFIFER B Q{%’ /‘;éfé’

EEFRE | Cyanopica

Cyanoplca ( .

@t_b}ﬁ' 5 yqcloud, FIEEROSS. WEHAE) 1, LUSEHESHIARSEREIE, NMIDY e <e

TURRES, #—1Eee T HISRIMFR ISR, MAPNREZS U< T2

fﬂﬁ—?ﬂ{ﬁmﬁmﬂﬁﬁﬁﬂ’ﬂﬂﬁﬁﬁ B I RERA LI I N ARSE
IEm
HERMER

C28 %@U—EWR i, EISCHY CC BRSSEE IP 4RISHE,

RIERE

KERAIR

SR EE

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 2011312



. . apkUF, BEAMD5:7811elbe525a513006db1b1617263077

IH AR T IR

i =e

= [ALEIHER

ActivityZBit: 3424, Hrhexportiyg: 04

ServicefBi&: 11, Hrhexportlyg: 04

Receiverfft: 24, Erpexportfdag: 24

ProvidertBftf: 34, Hrhexporttig: 04

#IEBER

THEMEEER
vl &4: True

V2 &4 True

v3 &4: True

v4 &44: None

FEE: C=sSmQvKoE, ST=dOWNJIDJ, L=AsRbWPgM, O=LzvglAST, OU=PcExZEmB, CN=hv

FZEi%: rsassa_pkes1vils
BRERE: 2024-11-11 02:56:44+00:00
BRERZE: 2034-11-09 02:56:44+00:00

K17 A: C=sSmQVKoE, ST=dOWNIJIDJ, L=AsRbWPgM, O=LzvglAST, OU=

5115 0x495d129e60922161
N5 E X sha256
JEFPBMD5: 6570a88a443659710f05c0da5¢c2b8bf0

IEFRSHAT1: 84fab7d7b78868e4fbf2f5a2bc0ed924c92abdba

UESHA256: ac48223b673585e9ad1 f0407c7f2fff74dd5c059‘3

UEESHAS12:
703e9ded16a2bd532039c4201f563ba0930b1ea19f

NEAEE: rsa

R 2048

527 e0d087acc0cd08b09401d8c5761
HE 1 NEIES

i= NIFIRUR

<4

%3 47272a05b78
4

/»A‘}'

Y

5e42e14a56¢6cd8

52cdd8dd3621

7o)

&<

g

P Ci=hvadRDd
Ay
\{\
%e 3664497e18c6dca3d9670dbdb2fd19497452b38bdef3c4525¢1

<<\§‘<

VO\’&

3

)
IR OA/ O Q\{(é%z& R BB
PaN \
android.per, ms%g! ERNET A \ X SeEEERIAIE) VTN e R MNE TR,
L V3
Vv ¥ = ) J
androi&on.ACCESS_ %( =iE BEWI-FilkS IR FEFEEBAWI-FIRSIER.
android.permission. CHANGE ATE [ MEEWi-FiRlRZS FOVFRLFRFZRFEEE Wi-FATS.
SIS SR FRERRAIEIEERAITFHIhEE. BUHAPRAIRIFEfERTH
android.perm%@_ HONE_STATE 3% ; | RFNRSIINRSIS, EAEEES, UREHNSES
N -
android’p sion.WRITE_EXTERNAL STORAGE 2 Fﬂw‘ﬂ%&,ﬁﬂﬂwﬁ% FEFRIFERERR B NS MR,
AAFERE
PN RS HEHIBRR iR, TR
android.permission.WRITE_ CONTACTS el BENBRRAER gﬁ&ééﬁ%ﬁﬁgﬁéﬁ%;ﬁm BiE. TR

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2

30 /3125



Fr >3]

.apk3CF, FEAMD5:7811elbe525a53006db1b1617263077 I AR SR 1

SRSV FRRERSEVETAL ERERORREAR A (ithih) #iE

LECTED

android.permission.READ_CONTACTS fehs EEREAER T R T S R A S A,
android.permission.READ_SMS fehks EREE %ﬁiﬁ%ﬁgﬁg@sm RRFRELS. B
android.permission.CAMERA ke HRRRFNRHIT E;jﬁ;ﬁggﬂgﬁmﬁﬁ D LS
android.permission.WRITE_CALL LOG y[eXios BENEEHER RYFRFREFBEAN ((BEREE) AFREECREDE.
android.permission.READ_CALL_LOG feha EEURIEICR VTR PR A RBIEICR X
android.permission.ACCESS_ NETWORK_STATE ZE SREURRLEAIRTS ﬁi?ﬁ.\iﬁﬁ@?ﬁﬁﬁﬁﬁl@%ﬂ’]%%‘ ; .
android.permission.READ_EXTERNAL STORAGE 2 EESDRAE SR FEFER S D-RIZE) ﬁr
android.permission.RECORD AUDIO el REVRERR TR FEFERER TF?
android.permission.CHANGE_NETWORK_STATE J[e2i4 BT EIEE FVFRIFERE
android.permission.REQUEST INSTALL _PACKAGES J[eXios TR R SR,
AR IR N

7 i A B AR S E A

android permission.READ_MEDIA VISUAL USER SE | .. ﬁg})’f%%p/%s X 5 E(JLE;;]I;ERE?%;EE*%%

android.permission.READ_MEDIA VIDEO

@Y

AR FFp SRR, 15 READ_MEDIA IMAGES 7Y/

“ 5f READ | V%ID —IEIEKIAPR, EAERTFAEN
HRARE
{(X'
android.permission.READ_MEDIA IMAGES 23 V) A AL f& EFF IR RN S
 EMEIES
« \_ N
FEVFSNERIF

BT ‘/(

VFR FRRE R NI NS RSB TSL

vv- P 4 )
android.permission.READ_MEDIA AUDIO %‘ ekt st ) !ﬂ% FOVFRLFEFER WY NSRS REEEE ST 4.
KON |
A v
v At — v -
amEEERe K N
./ & =
ik

HRMER

NP ERRRERIERHITES

= 0| 3|15 0| =ik 0
Fs [BIRE FEEEE EREE
KRN S, N B AR B A 1), 155 S I T R AT THEAT I ok A Ak B SEATT/H127T



oM. . apk 3O, FEAMD5:7811e1be525a513006db1b1617263077 IR AR MRS

NFEFEERIENMNERE
[android:usesCleartextTraffi
c=true]

NIRRT N TRE, BIRNBASZHTTP, FTPH#HY, DownloadManager
fMediaPlayer, $tXJAPIRBI27RERIINIFFER, EIAMEA true”, FHIIAPIZ
BB EEIRIFER, BUMEA false”, BAFRICHRENEERRERS
B, ESLMAIRERIRR, MEHEE TG ERRIEdE, HERLIERMEG
NERIER MERE.

Broadcast Receiver (com.ba
se.commonlibrary.netstate.
NetworkStateReceiver) F##
(E=7al

&I Broadcast Receiver5ig#s FRIEMNERFLE, ElIEaILAFSE LY
{HAE R FERERAIE, intent-filterfU7Z{EZREXMBroadcast ReceiverE RS
HA9.

FHE—intent-filter,

Broadcast Receiver (com.xin
fenqg.gzd.FZGBReceiver)
ES7aN

FHE—"intent-filter,

&I Broadcast Receiver5igss FHIE R SR,
{HATEAE R FRERFSIAl, intent-filterfITRAERBEIX &
HE,

<> BN
B 3| U 8| (58 2| %6 1| B O
Fs [57=] FR

SR

CWE: CWE-532: 1IB3H |
TNHEERE )

=R e OWASP MASVS: M
G-STORAGE-3

o> e V=hy -

L 4
CWE: CW,| N }\&
FRA. &

O 0: M2: |
ta Storage
) ASVS: MST

) \\‘ﬁﬁORAGE-Z X ‘

‘ CWE: CWE-312:

EERYER
OWASP T 1 W9:
evers E@

R E-14

IBAE - =

LI 3

\ Y : CWE-327: {7
ARSARIANEA LS
IR

OWASP Top 10: M5: |
nsufficient Cryptograp
hy

OWASP MASVS: MST
G-CRYPTO-4

IBAE - RAEY

OWASP MASVS: MST RoR: =
G-NETWORK-4

CWE: CWE-295: jIFL8
IZNEE

OWASP Top 10: M3: |
nsecure Communicati RER: =Y
on

OWASP MASVS: MST
G-NETWORK-3

AIAPEEAN S, Wi RAR BRI AR R, 3 R R AR AT T AT I B A AL



Fr >3]

.apk3CF, FEAMD5:7811elbe525a53006db1b1617263077 I AR SR 1

CWE: CWE-327: [T
RSN IR RS
RIDNERE %

OWASP Top 10: M5: |
nsufficient Cryptograp
hy

OWASP MASVS: MST
G-CRYPTO-4

— W

DEd]
AT IAT

\WebView.loa

dDataWithBaseURLF7EK
JIXD N

b— /N

=e

CWE: CWE-79: £Web
TUEAERA SRR

NEEAES ('EEubRD

x)

OWASP Top 10: M1: |
mproper Platform Usa
ge

OWASP MASVS: MST

G-PLATFORM-6

VAN —

HiEY

CWE: CWE-749: 285
BT EENEREL

OWASP Top 10: M1: |
mproper Platform Usa
ge

OWASP MASVS: MST
G-PLATFORM-7

10

OWASP MASVSS
G- STORAG

11

IPEHEE

‘f

‘GCDZ

%@\ SiShi
ASVS: MST |

12

13

)CWE: CWE-330:
FEHIBENER
OWASP To
nsuffici
hy

ASVS: MST
G -6

A

E: CWE-919: Bahiiz
FfERRRI35R
OWASP Top 10: M1: |
mproper Platform Usa
ge
OWASP MASVS: MST
G-RESILIENCE-2

IR -

14

CWE: CWE-200: {SEtt
OWASP Top 10: M1: |
mproper Platform Usa
ge

OWASP MASVS: MST
G-PLATFORM-7

IRAE .

. E’]'Lﬁ

AL

NS, WP RAZBEEA R, 1 K I AR BA T AT IR B Al AL 2

O /IE120T




oM. . apk 3O, FEAMD5:7811e1be525a513006db1b1617263077 IR AR MRS

S
Y
R M
R |U B
P [N (o)
A | P L
T | A S
H (T S
(|H T
NX (% B | ( RI
=3 . _ STACK CANA ~ | w | FORTIFY [EgEsII]
g | WEE SIEHET | PIE RVGERIA) | 0 BB e P
) S | E P
O[S E
B |o D
= 1 (
B %7' %
K
BE _ s
K ;
- *®
L ) )
A 1 ,
True FISHEX True Full R I!O ) !ex Tr
info (DSO) info ; u
T | info XA TS Qi o LSS BISAFBLATIER | e
HgETY | H=EEER | meEAnT RBLRO, RELRO % [_vsprintf_chk’,'__ | in
NX {3z, -fPIC RS | MEIHEE, % GOT R&T1E5 memmove_chk’,' strc | fo
IR B, wins | FeipidR J ZWEAT ELF hr chk',' _memset chk' | %
REFERH | ERSIEE | SR — | ,'_memcpy chk,' str | &
TEfdT | REOMRES, X 528X RELRQuE Bt | cpy chk',' vsnprintf ¢ | #
e | EEEERE AL i~ GOT . g | | & | hk,'_strlen_chk] F
HEEN | B¥E (RO ot.plt ) Mg | 1’| X 5]
Bshellc | P) el = | u
1 arm64-v8a/libfacedevice.s | ode 7<a] | A% ?ﬂ% K’ | R
_ >
o T, ; g | B
B | R
% S
B | R
B |Uu
4 = N
X B | p
\ z | A
\\* % [T
RP | H
% %4 p
N ;
A A
e\ N
KRN S, N B AR B A 1), 155 S I T R AT THEAT I ok A Ak B BTH/IE121



B . . apkCfE, FEAMD5:7811elbe525a5£3006db1b1617263077 HIFAR MRS
True SHENS | True Full RELRO No | N | False Tr
info (DSO) info info ne | o u
RIS info XIS HWHEWNSEERSE | inf | n | ZESSHESEHITINE e
HgET | H=EEER | EELRNT— | ARELRO, RELRO | o | e | E#. IESRSEMETE | in
NX {iz, -fPICIRENE | MEIEREE, LA R GOT Feftsm | — | in | X glibc BIERAZ LR fo
REE EN, Zirs | Festiatix SHRAY ELF i # | fo | # (%0 strcpy, gets &) =
REE | SRS | EBhAEE G HisES, | B | = | EPKEEEE, R 5
AafT | KBRS, X | XESE. XHH SCEZ RELRO R, 2 | 32 | # | 4miFi%EH -D_FORTIFY_S #
, {FEIR {EEEmmRE | LABIEREIR NGOT (gotFl.g | 4 | & | OURCE=2 FNNEREL, F
E%‘I)\ BYRIE (RO | [EIZBIIGIUFEIE otplt E) #ime | 18 | X | XMEEXSTF Dart/Flutte | B
9 shellc P) WEEM | KAYSERMSRIG FRGEE, B | B | rERNEAR o
2 | arm64-v8a/libtoyger.so ode 7] | AIFEHEHT. Wizt R’ | &R
yoer AT, g |5
ZE | &
T | B @
R
2 3/7'
1
R A -
& |
A\ )
’—
iss ITADR
WS TR
00054 ML EEEBAPK
00063 fe=UEE (BEEMI. KITHIES)
00022 METBRIS RIS F TS
00036 M res/raw BFR5REEIRSUE W
00130 FRESETWIFHSE. E ) '07' RAR: RRHEY
00033 ZHIMEIS &%% Ql RAR R
00091 W @ s AR RS
‘% / )A
00089 %LISGEEHE%" W TR =
00030 ATERY URL i %‘%‘ IR RAHEY
p L
)
00109 RS URL @\m RO Ry
00094 5 M\ FRISEENESOE RR: RS
00108 ; s% EAY URL SEENAINTR R it
_
00051 @i setDatafazlEE (BEMA. KFTEIES) RE: RS
AAUE S S5, 0 AR FEAd 1) @, 17 S B B0E R A T3EE AT M B i I At A 2 8T /FH1271




oM. . apk 3O, FEAMD5:7811e1be525a513006db1b1617263077 IR AR MRS

00096 5% URL FHREIERA % BOR: RN
00153 BT HTTP AiEifIEdE RER =
00202 FTEEIE IO =Y
00192 SRS P S Bom Ry
00191 SRR I
P2
00013 S HE RO PR R P
\ X 4
00003 BRI TESIRRON SONRIR BaR: R
00005 ST B EFHE RN JSON XI5
00001 IATERISIHESIR (BIRUPEG) FAEfIERISR
00002 FIFHENFHRRE
00183 HECLRTE LT RS
00023 B PRz B — MR FER
00072 15 HTTP ARSI
l l
00112 SRENE Bl 1
00014 BSTEENFFHEERN JSON xq%qfé: ] a;
00004 gﬂx:z#%m%,aﬂwso&s /’% Bom: Ry
A A @V’
A X
00125 ffﬁﬁzaia@:zmg@%@s 6&79 BAR: B

3 TN

=

S

TR ERLR

*

/30 | ¥dp
& android.permission.WRITE_CALL LOG
) <>ndroid.permission.READ_CALL_LOG
<Q_ android.permission.RECORD_AUDIO
PR\

P J

android.permission.REQUEST_INSTALL_PACKAGES

ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2



oM. . apk 3O, FEAMD5:7811e1be525a513006db1b1617263077 IR AR MRS

android.permission.INTERNET
android.permission.ACCESS_WIFI_STATE
android.permission.CHANGE WIFI_STATE
android.permission.WRITE_EXTERNAL_STORAGE
android.permission.ACCESS_NETWORK_STATE
android.permission.READ_EXTERNAL_STORAGE
android.permission.CHANGE_NETWORK_STATE
android.permission.READ_MEDIA IMAGES
android.permission.READ_MEDIA VIDEO
android.permission.READ_MEDIA_AUDIO

HEHERBLR 10/46

R ARSI 2RISR,
HESRUR SRS SInmRaIteR.

@ ekt

&2

t= wE FRESEM f -
LXK Xy,
h5.dafsdfdfuy.cn =& ) .\\h) Geolocation informQtidy available.
— \
\@ Pttt 43.132¥147
f E=R:
X &
nice800.com %
fg’ ) 285521
: T44.157692
Z /)S\ gu S

M

IPHihE: 27.155.119.140
EER: FE

HBIX: fEeE

57 N

£5/: 26.061390

£3/F: 119.306107
5& =EitE

%: ) /
jzlwjfanjzxcv.s3.ap-east-1 .am@@

AN

fiD

1Ptttk 43.132.110.135
ExR: FE

HIX: &5

i &5

S 22.285521

215 114.157692
BE 5EiE

www.beizhuaba

QY

iy

No Geolocation information available.

AP
@\y\

ijljlkjzxcv-1324028813.cos.ap-, u.myqcloud.com

o7

i

IPHiht: 27.155.119.179
EER: FE

HBIX: fEeE

57 N

£ 26.061390

£3/F: 119.306107
5& =EitE

P/ \N
ame
A\ /4

thr

|
URLER

RS

e https://nice800.com/

com/xinfeng/ui/activitys/MT10ACT java

AIAPEEAN S, Wi RAR BRI AR R, 3 R R AR AT T AT I B A AL

#1051/3£ 125



oM. . apk 3O, FEAMD5:7811e1be525a513006db1b1617263077 IR AR MRS

https://jzlwjfanjzxcv.s3.ap-east-1.amazonaws.com
https://zcvkjliuogwead-1329567725.cos.ap-guangzhou.myqcloud.com
http://h5.dafsdfdfuy.cn:9005/ com/xinfeng/mjyp/BuildConfig.java
https://android-donwload.oss-cn-hangzhou.aliyuncs.com/domaiOdsfnname/5100sdfh0635.text/
https://ijljlkjzxcv-1324028813.cos.ap-guangzhou.myqcloud.com

o http://www.beizhuabao.com com/xinfeng/mjyp/app/api/Api2.java
e http://www.beizhuabao.com com/xinfeng/mjyp/app/api/Api.java

e https://nice800.com com/xinfeng/ui/activit ‘T7ACT.java
e https://render.alipay.com/p/yuyan/180020010001208736/aliyunfacewelcome.html Bf51%-S

€ §F=FSDK V-

yA
1
SDKEHF T AR ; /.§<
2
SRESE AT SDK Alibaba SRERSEANERSS EHEMTNMARHIS RN ARy LET=FAIN

= 'y . 4
AgentWeb Justson AgentWeb 2—NEFHY Android Jebli

FNEEE=tN ~—
C++ = Android £ Android RZFBFIEITRAARD. \@ 7@
¥

<
File Provider Android FileProvider 2 Cont Ovi - K, BiEL content://Uri X% file:///Uri LU{BifLL
A DESRIFFERREABIN, -
A

& -_— i

P TR \ﬁﬁ‘@ \H

A\
\J
s 2 x5
A
FIHEE=> "com.amap.com.xinfenq.mjypwey" : "Obsdfvcy“ 7
V.4
L 4 E 4
"sdfwe_awsedxb49" : "sdfwe_awsedw \ ‘qﬂ V. 1

L 73
L - | |
MIGfMAOGCSqGSIb3DQEBAQ! iQKBgQC3DtF G?%A?ASGAX4DAhLyagZHSd2Isr1 L66hH9SdefhaknsujWnumk+yNMYIQFdDnJ1Z8A4
kj6zLJYRNnNLyUeUOtI9uMIPr6, oKOYXJY6prw3\( jiMswIRyv9308fBKWx/7mEnsrayE8VITzHroluQIDAQAB
V2
b48852f124ad471e9 6c30e65 (f%‘
AN v"
MIGFMAOGCS QEBAQUAA4GNADC &-thOdwdaaBlSCEanDgZaDXDi2I1chz9PF2Ahv2uG1ghzZuI53Lp1Y23I2KqDth6qw9wscvaGv
QUlWDTOoIFi—& 9VNKEDAe5d LoGbzeUrB7VZYx0iQQzVAgTOxBNj3879GFy3BAezm+URmnVtd3anQIDAQAB
V4

pJ
O9ce2f7@debf2c2efe05a 1d
A

1
fAqgkb85q4pMRMChLeC7uS

e

ae731 5f546bb02c85f¢%v

NS

= D ;EE,'_I_(:

NS HRAEX L EN T FEEMER, REXHESE, MINHTEEENEGEN. SN ERAREEREHS [ RIHTEESERERR
KRR, AMREABNHNEREMF, NMEERTEARHAERRSEEZA. WEHTEER, BRSHIERER.

BN EHREN AR S UM ME BN DR SIHEIER. CRBHITRSOITHIRISON, RN hhEERRR RS,
ARSI 22, W RARBCECEAT A R, 3 B Ik 2R AT TEAT I B s L b A 2 FHNMT/IE120



. . apkUF, BEAMD5:7811e1be525a513006db1b1617263077 MIE ARSI

© 2025 FEBEK - BEIREDHTFEENER

AW S, W RARRCBSIAR R, 15 A IR R AT TEAT M B s A 2 H1200/3612



