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Ex: =F

HBRX: FEERILM
m2m.acceptto.net Ze A drs: PN

45[E: 39.039474

43/E: -77.491806

&E: Google =

IPHihiE: 180.163.150.34 m
E=R: FE
e i

firebase-settings.crashlytics.com =e b7y
B 31.2243
_ér"'_‘ 121

il

-
Q : InRERIE
WWW.USENIX.org ze a &\ : B
S 45FE: 37.79203
EE&: Goo

: AT

g\_ &: 37.279179
&‘9” — & 127.442421

eg-dev.apac.acceptto.us

\ &&: Google it/

uaf.acceptto.com Ze No Geolocation information available.

f / IPHELE: 40.121.176.151
E=R: =E

¥ X R
fido2.acceptto.com Ipkr: SRR
v 4F[E: 38.713848
6& £255: -78.159439
IPiiatit: 52.92.190.226
E=x: =E

&&: Google #bE
y /J/‘ HBRX: {BENX)
itsme—localizati% t—2.amazonaws.% Ze S i EEs

7|

A

45[E: 45.839859
£275: -119.700577

4 &% Google it
a

] IPfiit: 31.170.103.43
B 7= (£E)
K Jef=&
girhs: PSR
S 52.378502

api.bugfender.com % ze
% 435 4.899980
% E&: Google iiE
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Authenticate. apkCF, FEAMD5:d52002438b7bc04e9db44485176026bc HIHE AR IR

api.mixpanel.com

IPHithik: 107.178.240.159
ER =E

HEX: 5 ERM

Ik $EEAA

45FE: 39.099731

43/E: -94.578568

&&: Google #HE

test-transport.mobilekeys.assaabloy.net

IPiitik: 10.3.240.63

£5E: 0.000000
£2FZ: 0.000000

aiml-dashboard-development.herokuapp.com

staging-transport.mobilekeys.assaabloy.net

fS: -77.491806
: Google HhE

. Y ‘
\ P 3.218.41.194
Ex: X5
\ Ff HOEE: F5E5TEE
dev.eguardian.io \ % ’y tpkrs: Bar+As
/j, 45[S: 39.039474
£37&: -77.491806
BE: Google itiE
220\
\§ AN
IPiihit: 18.205.121.203
ExR: =&
'& \ HBK: s RTA
seos-mobile-services.api.assa e S tekrs: PN
\ S/ 39.039474
/j, 37E: -77.491806
&E: Google =
P/ \N
ame
A\ /4
uruigm | 2Q>\ P
e http://creativecom Mcdomain/zeroﬁ .0/
https://answers.jo/t
https://fabric.i s .
https://raw. ontent.com/booncol/Pulsator4Droid/master/LICENSE B [%-A
astle.org/licence.html
lytics.com/terms/terms-of-service.pdf
o https://pagead2.googlesyndication.com/pagead/gen_204?id=gmob-apps vb/b.java
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Authenticate. apk X, FEAMD5:d52002438b7bc04e9db44485176026bc FIF AR MRS

https://mfa.acceptto.com
https://m2m.acceptto.net
https://dev.eguardian.io
https://mfa.arculix.com
https://eg-dev.apac.acceptto.us/
https://mfa.arculix.dev
https://eg.coupang.acceptto.com/

com/accepttomobile/common/wO0.java

https://tools.ietf.org/html/rfc7518#section-3.4
https://tools.ietf.org/html/rfc7518#section-

https://tools.ietf.org/html/rfc7518#section-3.3
https://tools.ietf.org/html/rfc7518#section-3.2

io/jsonwebtoken/SignatureAlgorithm.java

https://aiml-dashboard-development.herokuapp.com/
https://aiml-dashboard-development.herokuapp.com/api/v1/'
http://aiml-dashboard-development.herokuapp.com/api/v1/

kd/kjava

.7~

https://staging-transport.mobilekeys.assaabloy.net/transportservice/

v,
\

b -
S

e https://seostsm-acceptance-alb-2077998301.us-east-1.elb.amazonaws.com/transportservice/
o https://transport.mobilekeys.assaabloy.net/transportservice/ - mhmm/bbgbgbj
o https://test-transport.mobilekeys.assaabloy.net/transportservice/ Q\ gog
o https://dev-transport.mobilekeys.assaabloy.net/transportservice/ ~~
e https://demo-transport.mobilekeys.assaabloy.net/transportservice/ ‘g
\? \ ¢
e https://fido2.acceptto.com/ W/ com/acgepgpomobje/common/ItsMeAppl
mtnon.&;b
y 2
L4
e https://dashboard.bugfender.com /‘ / 0o av
7 7 %
o https://%s/%s/%s Q /c.java
/ 4 \ k\
e https://seos-mobile-services.api.assaabloy.com/mobile-statistj V. ~— .
. . . . mmmmmm/yyyyyt.java
e https://test-seos-mobile-services.api.assaabloy.com/mobile- \0
TN < 1
o https://uaf.acceptto.com/v1/public/ \\‘ )& x3/l.java
£, P 7
e https://plus.google.com/ /4‘ ‘ % ec/r0java

https://mfa.acceptto.com

com/acceptto/android/sdk/api/license/Its
MelLicense java

https://firebase.google. com/doc /

of/rjava

https://www.rfc- edltgg@ 8. html#sectlo
2N,

io/jsonwebtoken/impl/lang/BigintegerUB
ytesConverter.java

24
https://www. r%t{;@rfc/rfcsoeﬂ htn\w

io/jsonwebtoken/impl/security/EdSignatur
eAlgorithm.java

hnps&k -editor. org/rfc/rf@sectlon 34

io/jsonwebtoken/impl/security/EcSignatur
eAlgorithm.java

ml

https://safecurves.w

io/jsonwebtoken/impl/security/EcPublicJw
kFactory.java

)
/rfc/rfc8037#section-3.1

io/jsonwebtoken/impl/security/EcdhKeyAl
gorithm.java

https://wxwx% or

https; c-editor.org/rfc/rfc7518.html#section-

io/jsonwebtoken/impl/security/DefaultRsa
KeyAlgorithm.java

https://tools.ietf.org/html/rfc7518#section-3.2

io/jsonwebtoken/impl/security/DefaultMa
cAlgorithm.java
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Authenticate. apk X, FEAMD5:d52002438b7bc04e9db44485176026bc FIF AR MRS

o https://github.com/jwtk/jjwt#custom-json-processor
e https://github.com/jwtk/jjwt#json-jackson-custom-types

io/jsonwebtoken/impl/DefaultClaims.java

e https://tools.ietf.org/html/rfc7518#section-3.2

io/jsonwebtoken/security/Keys.java

e https://secureauth.com/ fj/a.java
e https://mfa.acceptto.com d4/a.java
e https://api.bugfender.com/ i8/ajava
o https://www.rfc-editor.org/rfc/rfc7518.html#section-4.1
e https://www.rfc-editor.org/rfc/rfc7515.html#section-4.1.11
e https://tools.ietf.org/html/rfc7518#section-3.6
e https://www.rfc-editor.org/rfc/rfc7516.html#section-4.1.2 io/jsonwebtok{§n efaultwtParser.ja
o https://www.usenix.org/system/files/conference/usenixsecurity15/sec15-paper-pellegrino.pdf va
o https://www.rfc-editor.org/rfc/rfc7516.html#section-4.1.1
e https://www.rfc-editor.org/rfc/rfc7515.html#section-4.1.1 ‘
e https://www.rfc-editor.org/rfc/rfc7518.html#section-3.6 —
y 4 7 - >
o https://aiml-dashboard-development.herokuapp.com/ %
e https://aiml-dashboard-development.herokuapp.com/api/v1/' &‘ t5/k java
e http://aiml-dashboard-development.herokuapp.com/api/v1/' S
\ A p.
|') a0 : .
e https://www.rfc-editor.org/rfc/rfc7518.html#section-3.2 % io/jsonyebiBken/phpl/security/Secretlwk
Factory
Av .
7 1

e https://secureauth.com/ va

y 4

o https://tools.ietf.org/html/rfc7518#section-

R

jsonwebtoken/impl/security/RsaSignat
ureAlgorithm.java

e https://itsme-localization.s3-us-west-2.amazonaws.com \&

4p

p 3

com/accepttomobile/common/localizatio
n/fjava

o https://firebase-settings.crashlytics.com/spi/v2/

vf/f.java

77 P4 hJ
e https://api.mixpanel.com/engage

e https://decide.mixpanel.com/decide
e https://api.mixpanel. com/trackﬁ%

o https://api.mixpanel.com/groups

com/mixpanel/android/mpmetrics/i.java

e https://www.rfc-editor. org%@html#sectlon 6.
A/‘

io/jsonwebtoken/impl/security/RsaPrivate
JwkFactory.java

org/yaml/snakeyaml|/DumperOptions.java

io/jsonwebtoken/impl/security/Pbes2HsA
kwAlgorithm.java

Bif5E-S

S FIREBA

i SiEE ERMEE
d
RIFBSFirePaseSuEEES FR ZMNFISHITF https://secureauth-com-sagpservice.firebaseio.com Ry Firebase #aEEHTEES
KRN S, N B AR B A 1), 155 S I T R AT THEAT I ok A Ak B F1671/3: 2171



Authenticate. apk3fF, FEASMD5:d52002

438b7bc04e9db44485176026bc [HIFE ARSI

N

Firebaseimf2ECEURL ( https://firebaseremoteconfig.googleapis.com/v1/projects/567393951382/name
spaces/firebase:fetch?key=AlzaSyAC2sPRyQZ20) LF11x3UD7tDB28k9DQKc ) BZEF. M N

Firebaseif2Ec S5 Ze
{
"state": "NO_TEMPLATE"
}
€ H=%SDK -
XL
. )
SDK&TR ARE BRER
ps
f&Bf Google Play fRSS, EHINFIRILAFIFAH Google 1&HAISRETN 0=, Google+ %, Fid
Google Play Service Google i$ Google Play F[ELL APK BIFER DR B EFaTERT, XE—k) A AILAE Rt RS, F
BRTLAERIMEERY, Google MTRHRIRISE. K‘
» y4
ZXing Android Embedded JourneyApps Barcode scanning library for Android, using ZXir?for~ ing. Q
» ]
. . . FileProvider & ContentProvider R7HTF., & content://Uri {& @ﬁ‘ﬂ&@é
File Provider Android D
\I /\) p
App Startup BRI T—FER, &6 i N FRfERrfERIH Bt A R A RFORIFERE T
Jetoack Abp Startu Goodle RAREFILAER App Startup 3 #ﬁiﬁiﬁﬁ%ﬂﬂé‘{ p Startup SRIHEENIHEE
pack fpp >tartip woede BRI BT NSRBI, XATLL
AARYERE R RS s al, —
y
v L 4 v
Jetpack WorkManager Google {5 WorkManagym HEERERMETE R B ARSI EEE S 1E.
Firebase Google Firebase 12 '%EE:F ﬁé{g@ﬁ?ﬁ SRR TS SRR,
q
Jetpack Profilelnstaller )
Fi . N FETERRRTSER, HRMHSCT R ARERERAIRFEMERNS
irebase Analytics
Android BLE Scanner Com X /
: > Android 3 BLE {&#&AYIAIRA,
pat library
Lite ROERS HRET—MERE, LR ERSFIA SQlite RBEEAINRERIR
Jetpack Room N gy

& e \5&

?
& )SSQ Jﬁﬁ\Q\ Rt
Bugfen& /<@?tics, Crash reporting https://r .ex -priv kers/2

Google CrashLytics Crash reporting https://reports.exodus-privacy.eu.org/trackers/27
Google Firebase Apal Analytics https://r X -priv. kers/4
MixPanel Analytics https://reports.exodus-privacy.eu.org/trackers/118
aIRERYERSH

AL

NS, WP RAZBEEA R, 1 K I AR BA T AT IR B Al AL 2
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AHIUHERY=> "com.google.android.maps.v2.API_KEY" : "AlzaSyCm6qW8icucXnfdxyoUYQcEO49AhUcbzME"

"about_cognitive_authenticator" : "AB0002"

"auth_before_pair_biometric_authenticate _title" : "SP0O011"

"biometrics_authentication_not strong _enough" : "ES0125"

"biometrics_authentication_too_many attempts" : "ES0126"

"com.google.firebase.crashlytics.mapping file id" : "95b8f769b32741599facde76cfc2c07e" k

"fido_authenticate to" : "FS0030"

"fido_fido_authenticator" : "FS0004"

"fido_please_authenticate_with_biometrics" : "FS0022"

"fido_row_authenticate" : "FS0018"

"fido_would_you_like_to_enable acceptto_s fido authenticator" : "FS0006"

"fido_your acceptto_fido authenticator has been registered successfully" : "FS0017" | , l A;

"firebase_database url": “https://secureauth—com—sagpservice.firebaseio.comf & v
-y

7S
"google_api_key" : "AlzaSyAC2sPRyQZ20)_LF11x3UD7tDB28kIDQKC” /)“ %
e ‘

r 4
"google_app_id" : "1:567393951382:android:b650293461019f38" V. )

B28k9DQKc"

"hid_key office_door" : "HKO001" ’q/E A\ f[l

: . . . VA DY <
mfa_authenticate_to" : "MF0004 m
7¢ \?

"google_crash_reporting_api_key" : "AlzaSyAC2sPRyQZ20) LF"]X3

"mirana_secrets_amount_of data sent"

"mirana_secrets_angle_delta" : "Ml
A

-\
N g i
"mirana_secrets_end now" : @ \
> /A

"mirana_secrets_late

tion_received at" :

record" : "MI0011"
KON

A 4

"mirana_secr

"mirana lodation_lat_lon":
- L)
4
"mirana_setrets_records_count %%"
"mirana_secrets_screw : 001"
4
"mirana_secrets _stNg "MI10008"

"mirana_segfets4iinge¥iso utc" : "MI10003"

"mirana_s _time_ms" : "MI0013"

"mirana_sync_authorities" : "us.acceptto.mirana.syncadapter.provider”
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"profile_auth_profile" : "DC0011"

"profile_v3 auth_profile" : "DC0015"

"quick_access_header authentication_methods" : "QA0002"
"quick access_header force authentication” : "QA0006"

"settings_dialog_are you sure_you want_to_unpair_your_device_you will no_longer be able to use it for it sme authentication"

: "SE0014"

"totp_manual_username" : "TA0005"

"sso_detail dialog_remove_session" : "SD0006" k
"sso_no_active_sessions" : "SO0003" %’
"start_offline_authenticator" : "LSO005"
4
"start_system_requirements_secret key not_hardware backed" : "SS0005"
"token" : "Token:" - -
/ , e

"totp_manual_key" : "TA0006" %

-_— N SR\

"username” : "Username”

"vault_password" : "VS0006"

"vault_please enter password" : "VS0004"

"vault_your password_in_your_hand" : "VS0002"

A

"workstations_sorting_username" : "WS0014"

3413c5e12ed0899bcd132acd50d99151bdc43ee737592

fca682ce8e12caba26efccf71 10e526db078b05ede?c;% iSf3ae1 617ae01f35
el7 ) 9(

vy

RtQsRUaCaDLvh8bvSWcUmajSPfdo2YeP %«
85053bf24bba75239b16a601 d9387%§
py
g £ 4

e054eb924eaccalObf94379f8f6Q3

962eddcc36 60eebbba’l 26d9A
b869c8&1 b1ff91 b28e37a6 (T&B)b

77d0f8cAdad15eb8c4f2f8d6 @ @. H5bb399

e322f8d8b1b13f8

818dd5cb7a3dfbb3eecc94634dabba70

520bc9aa3899e8154622a96a5b342b5d

AWM 27, Wi AR AL ),

T B AR RATTEAT I B B e A 2
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ff29052e-75b8-40cb-b41c-2404a5a31a53

9747ba803239cf475ca29faa108fe278

4747474752450653d7387d8f42698bfa3557f0d9e791a83231d0a8aec6f69d70

2c94422adaeef51dfab90706db997894

c5c8a58e2309dd4f500de460a0ace695c579c4bc8f693e91d66a7d56¢1d3cf58

47474747487408fb703a79fe63c967f7120da0fe92b5b2a2c43c303524533f19

A8GATUECgwIQWN;ZXBOdG8XETAPBgNVBAsMCEFjY2VwdHRVMREwDwWYDVQQDDAhBY2NIcHRObzEOMCYGCSqGSIb3DQ
QGFjY2VwdHRvLMNvbTAeFw0xODA1MDIwNDU1MDZaFw0yODAOMjkwNDU1MDZaMIGQMQswCQYDVQQGEwWJVUZELMA
VBAcCMCFBvcnRsYW5kMREwDwYDVQQKDAWBY2NIcHRObzZERMASGATUECWwWIQWN]ZXBOdG8XETAPBgNVBAMMCERY:
QkBFhItYXROLnJvc2FuaW9AYWN;ZXBOdG8uY29tMFkwEwYHKoZIzjOCAQYIKoZIzjODAQcDQgQAEAjPVAFRLCZ3PiQXJIx

OFng6ZfGiK2qVUkGSnQB75yns7EDmsGeOV11

MIICEjCCAbgCCQDJPPOW3hWewzAKBggqhkjOPQQDA]CBKDELMAKGATUEBhMCVVMXCzAJBgNVBAGMAKISMREWDWYDVQQH A@*beFuzDERM
WF
dH

KlaMjlQrspfVed)s +0QOSVLQ2BRKFhe29MTBZRIwzAKBggahkiOPQQDAGNIADBF AIEAGISGIWO]PBOJZUFs81qi L AfD3H+LWzJyLECIABWQE)7

C5yb3Nhbmlv

AwWCTTIXETAPBgN

SgwJgYJKoZlhveNA
FPkmMgbTrp+UPzmulUD

-
y 4 -

r 4 g
678471b27a9cf44ee91a49c5147db1a%9aaf244f05a434d6486931d2d14271b9e35030b71fd73da1 7906%%,63%1 c2062354d0®@ 6e50be79
4cad N

e

9cdbd84c9f1ac2f38d0f80f42ab95267338bf511 \
) L. 1A
258EAFA5-E914-47DA-95CA-C5ABODC85B1 1
A
7
9760508f15230bccb292b982a2eb840bf0581cf5 % ~
MkaEwYHKoZIszCAQYIKoZIszDAQcDQgAEAijAFRLCz3PiQXJIxPBb%&Mngrp+Uszul rspfVcdJs+0QOSVLQ2BRKFhe29MTBZRI
WW== ~ .

f7e1a085d69b3ddecbbcab5c36b857b97994afbbfa3aea82f9574c 2675159578ebad4594e

71081800449167123e84c281613b7cf09328cc8a

6e13c167a8b547c8d28e0a3aele2bb3a675916ea37f0bfa2 éﬂf a01243bcca4f1 089a883dfe15ae59f06928b665e807b552564014c3bfec
f492a
470fa2b4ae81cd56ecbcda9735803434cec591fa ” ( P
y 4

xJXZd/zR0io4+XWtcwbtnyYutpO4NX7Dh /

pa \ ."
30470ad5a005fb14ce2d9dcd87e38 o facbaecbe95f190, c4dbbcbe06174544401a5b2c020965d8c2bd2171d3668445771f74ba084d20
29d83c1c158547f3a9f1a2715be23 e5a1f6a7064f316933a 529252
fd7f53811d75122952df4a9¢c 11b7523cef4400c3 80b6512669455d402251fb593d8d58fabfc5f5ba30f6cb9b556cd7813b801d346ff26660b
76b9950a5a49f9fe804 C ba9d7feb7c61b 7c@aB8a6150f04fb83f6d3c51ec3023554135a169132f675f3ae2b61d72aeff22203199dd 14801

c7
A
9, N
a5f769eb00ef§&mc96c2b4fc3 /%
4 NS

ad1 20d@7 a39da92b11 baé@ﬂOeZcOd9Z48728a5c801 11e9e4

e9e642599lt.1355f37c97ffd3567
d777d4a21fbe9c270b57f607

8393694cf45ee3688c11a8c56ab127a3daf

}9cd43e927b3a9670fbec5d8901 41922d2c3b3ad2480093799869d1e846aab49fab0ad26d2ce6a22219d470bce7

kaDPNxUEiMR)%’P rb8GZQqrKNyCOY
A

14201c8e11 cc%8d5d7b72f6d 5404a8f233c9fc8b1930bd8f3fb547b9
4

P J
d614964®91465933c3d81ab4f80

]
acce6770-163d-11e8-b642-0ed5f89f718b

-11e8-b642-0ed5f89f718b
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Authenticate. apkCF, FEAMD5:d52002438b7bc04e9db44485176026bc HIHE AR IR

P> GooglePlayRFEE

#7&8: SecureAuth Authenticate

1431 3.3960395 F&: 500,000+ {1k: 0 Androidhds3zis: 4925 04\ Play Store URL: secureauth.android.token
FFEEISR: SecureAuth, SecureAuth, None, http://www.secureauth.com, support@secureauth.com,
&AnEHA: 2013535281 KFABER: Privacy link

KT URFE:

SecureAuth Authenticate2— MR EIN SR, AIIFENS, LMEERLREMERERAER. SecureAuth Authenticate
R FFFEFFFIRFPIIZERSMHIGE (MFA) . SHOBIFESERRAEISMHIGE (2FA) FRPERI6A—RIEZRS/SHE (OTPHEE) . Sec

A T
YA

SR TSI TR N AP A g, 1@t SecureAuth Authenticate, ZRILUEPECSAIGmail, Outlook, Linkedin, Dropbo FiHE =R
FiER. MR SO MKP JREQRIGIRE «<FEWi-FIEE e EAIaBEA TE AR HaET Wear OSHIRSE L, utNEL TR 5

lEREHAISecureAuth IDaaSEEXTRT, SecureAuth AuthenticaterHHEEMBEAIISHIAIHAE. ZNBEFSESEIEN/:
=/ SaaSHIAHBN FEFEmER (SSO) HE. XESINEE: -HHXEN-RRIvERETEMFANESR -ﬁ%éﬂ%&—%@j

g
%
&
T
B
o
[Ty
i

ARSI R RS R IR SRR <P SRR FR A ER B —ERRRIERRIR2(RIP «PINRSERIP-FERIMAPING TPRS BRHTUER —ZMFALR
FEIWindowsEiMacOSEERAERLOTPAS «QRISEG N EHERS FAl-EC BN FIfEFFAYEREA A N ) SRR IEE(RIPAIRL 2 FAIRELEHTIRME, QR
BEENSEREE, BIKFERIZEN2FA, iEialhttps://www.secureauth.com/secureauth-authenticate

S

)
R XRT: /"I 2
) FEV I

AN SHRRBX B e FaEER, RERHESE, N’@W@ry

KEARR, AMRERDNHNEZ2AR, MEERFEARFIGH 2. a1 e
R ENREN TR G Wi R R D TR ST ﬁ%ﬂ?ﬁ%ﬁ*ﬁﬂw RN R RR R,
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